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of companies have
a shortage of infosec
professionals

MaxPatrol O2 detects attackers, determines the breached assets, predicts the attack scenario
considering company-specific non-tolerable events, and stops the attack before irreparable damage
is done.

Models potential attacker actions

Predicts the non-tolerable events that suspicious activity may lead to and how many steps are left
until risks are realized.

Detects hacker activity chains

Analyzes data from Positive Technologies sensors in the metaproduct and demarcates attacking,
targeted, and captured resources. Correlates resources to build activity chains informed by
knowledge of malicious actor TPPs. Each chain contains a visualization of the attackers’ path, plus a
prediction of where they will move next.

Automates investigations

Uses data from Positive Technologies sensors to build a full attack context and investigate.

Assesses threat severity

MaxPatrol O2 views captured resources and assesses the proximity of a non-tolerable event. Upon
receiving this information, the system escalates attack chain status to «Attention required» before
stopping the hacker or prompting the operator to make a decision.

Stops the attacker

Considers risks to business processes and suggests the ideal response scenario. The scenario can be
implemented automatically or manually if adjustments are needed
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Learn more about

cybersecurity on
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Positive
Technologies
ecosystem
Rules out

non-tolerable events
for business.

Automates SOC
activities

for the detection,
investigation, and reaction
to incidents

Knows how
attackers act

thanks to the experience
of Positive Technologies in
regular cyberexercises, the
Positive Dream Hunting
Bug Bounty, and Standoff

No niche skills
required

for the metaproducts
to be effective

Positive Technologies sensors

Brings together Positive Technologies products that function as sensors, exchange
knowledge, and provide comprehensive IT system protection with minimal human
involvement.
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(MPSIEM) (MPVM) (MP EDR)

(PT Sandbox ) (PT Application Firewall ) (PTNAD)

(PTFeeds)  (_PTApplication Inspector ) ((PTISIM )

How MaxPatrol O2 works

Triggerings:

v correlation rules
v network threat detection rules
v ICS network signatures
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Positive Technologies is an industry leader in result-driven cybersecurity and a major global provider of information security solutions.

Our mission is to safeguard businesses and entire industries against cyberattacks and non-tolerable damage. Over 4,000 organizations

worldwide use technologies and services developed by our company.



