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Secure VPNs

m DAMAVAND Server-Side Hardware VPNs (0s-Le$s)
m DENA Client-Side Hardware VPNSs (0s-Less)
® Windows Client-Side Software VPN
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Clientto Site VPN




DAMAVAND Hardware VPN Family
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Security Solution Guide
DAMAVAND Family Technical Specification”

Type 1 Gbps 10 Gbps™™™ ™"
Architecture OS-Less' OS-Less'
Packets per second (PPS) 256 Kpps 512 Kpps
Concurrent Tunnel 60 | 250 | 500~ 250t

NAT Traversal Yes Yes
Tamper-Proof Yes Yes

LAN Interface RJ45 SFP+

WAN Interface 1XGigEth - SFP/RJ45 SFP+
Certificates Yes Yes

Side Channel Security Yes Yes
Cryptographic Algorithms RSA 2048/4096 | ECDSA (P-521) | AES-256-GCM | ECDH
Custom Algorithms/ECC Curves To be negotiated

Audit Log Yes Yes

*For more information, see the technical datasheet. 1- Bare-metal
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DENA Hardware VPN
Desktop
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Security Solution Guide

DENA Family Technical Specification*

Type DENA Desktop
Architecture Bare-metal
Encrypted Traffic Throughput 12 Mbps
Simultaneous Tunnel Instances 1

NAT Traversal Yes
Cryptographic Algorithms RSA 2048/4096 | ECDSA (P-521) |AES-256-GCM | ECDH
Basic Post-Quantum Security Yes
Certificate-based Tunnel Yes

LAN Interface USB Type-C
WAN Interface 1* 10/100/1000 ETH
Side Channel Security Yes

Custom Algorithms/ECC Curves To be negotiated.
Tamper Resistant No

*For more information, see the technical datasheet.
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Secure Win-ClientRAVPN
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Security Solution Guide

Win-Client Software Technical Specification®

Architecture Rust-based Development - Windows Client
Encrypted Traffic Throughput 50 Mbps

Simultaneous Tunnel Instances 1

Layer 3 Tunneling Yes

NAT Traversal Yes

Cryptographic Algorithms ECDSA (P-256) | AES-256-GCM | ECDH
Basic Post-Quantum Security Yes

Certificate-based Tunnel No

Custom ECC Curves To be negotiated

*For more information, see the technical datasheet.
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Blue Team Services
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Red Team Services
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SOC Team Services



v

ol wldeac 3550 (g pl) g (5510001, =
ol wlles jSp0 £ ol (L)l B
sl wldeac 3550 JolSG =



ICS/OT Security
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Credits
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Positive Technologies
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Product Portfolio by Positive Technologies

= MaxPatrol 02

Meta Products MaxPatrol Carbon
m Secure Development » Infrastructure Development = Industrial Network Security
= PT BlackBox = PT Sandbox = PT ISIM
. = PT Application Inspector = PT NGFW ® PT Knockin
Solutions

PT Application Firewall = PT NAD
= MaxPatrol VM
= MaxPatrol EDR
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= Bare-Metal

= FPGA-Base|

= Tamper-
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G Naad Secure

www.naadsecure.ir

info@naadsecure.ir

Q +98-2166013542

0 No.2,SadeqiSt., West Side of Sharif Univ. , Tehran, Iran



